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Abstract: The number of functions and processes that are digitally controlled or remotely 
controlled is increasing, as technologies developed. Individual processes and functions have 
different security requirements, can be managed by different persons (natural or juridical) and 
have different goals. It is necessary to ensure that failure in one area does not disrupt the entire 
system, in a complex control system. Network segments serving different purposes, different 
people or with different criticality rate need to work independently of each other. Respectively, 
their level of interaction must be configurable and enforceable. 

The approach of multiple independent levels of security (MILS) has proven to be very useful, 
in the areas of safety management where such requirements of network segmentation have been 
mandatory. It is possible to use an adequate hypervisor to create independent partitions within 
a single computing unit within the MILS platform. This article deals with the use of the MILS 
platform to ensure the train's cybersecurity. 
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s  



99 
 

V 
 

  
nebo semi-

ky. 
 dohledem v 

 

-  CPS). CPS je spojeno 
s   oblasti 

pro 
 

 

 
 

roje pro segmentaci 
 

 

 

 

sady 
 

 

 

V  

 
 

podnikovou; podnikovo-

s -
  

-
pojenou s  

  
vlakem, ob   

 -
 



100 
 

 

 

 

 

 

 

 

 

 

 



101 
 

Vzhledem k 

vlaku je pak vedena vzduchem. S 
 

 

2.2  

 
  

 prvky a funkcemi 

 
 

standardu IEC 61375-2-  

 

 

 

-2-6 [3]. 

 

S 

 

1.  

2.  

3.  

4.  



102 
 

5.  

 
s

  

 

 

 

 
  

 
 

  

(defence in depth) v 
architekturu, nebo p
komunikace mezi nimi. 

Komunikace s 
 

  
V   

 

 

pro leteckou dopravu. V 
s d   

 

4. MILS platforma 

 

vznikla v 
 

  

V  
s  

  



103 
 

  
 

e 

 
 

 

 

 

 

 kyberprostoru je implement

 



104 
 

certMILS [7]. V 

  -10]. 

 
v 

  
 

vlaku schopna reagovat na pr
 

 

 pe  

 

 

 



105 
 

V  
 vy

 

 

 

 

S 
 

 

v 

 

verifikace a certifikace v 
v   

 

 
projektu ADMORPH ID 871259 v 

 

 

Literatura 

 

[1]    CENELEC.  prTS 50701. Railway Applications  Cybersecurity, draft version D8E4, CENELEC. 
Brussels: EU 2020. 

[2]    IEC.  IEC 62443. (2019). Security for Industrial Automation and Control Systems. International 
Electrotechnical Commission / International Society of Automation. IEC and ISA. Brussels: EU 
2019. 

[3]     EU. IEC 61375-2-6. Electronic Railway Equipment - Train Communication Network: On-board 
to Ground Communication. International Electrotechnical Commission. Brussels: EU 2018. 

 [4]    MILS Community. MILS Community 2019. http://mils.community 

[5]     EU. ARINC 653. (2012). Avionics Application Software Standard Interface, Airlines Electronic 
Engineering Committee. Brussels: EU 2012. 

[6]   HARRISON W. S. The MILS Architecture for a Secure Global Information Grid. The CrossTalk.  
Journal of Defense Software Engineering 2005. 

[7]    EU. certMILS. Compositional Security Certification for Medium- to High-Assurance COTS-Based 
Systems in Environments with Emerging Threats. Horizon 2020, no 731456. Brussels: EU 2020. 

[8]   PROCHAZKA J., NOVOBILSKY P., PROCHAZKOVA D. Cyber Security of Urban Guided 
Transport Management according MILS Principles. In: Proceedings of the 29th European Safety 
and Reliability Conference (ESREL). ISBN 978-981-11-2724-3. Singapore: ESRA 2019, 



106 
 

Research Publishing 2019, pp.  4107-4413, doi:10.3850/978-981-11-2724-3_0220-cd, 
e:enquiries@rpsonline.com.sg, 

 [9]  SCHULZ T., GRIEST C., GOLATOWSKI F., TIMMERMANN D. Strategy for Security 
Certification of High Assurance Industrial Automation and Control Systems. In: I EEE 13th SIES, 
2018, ISSN 2150-3117, DOI: 10.1109/SIES.2018.8442081. 

[10] SCHULZ T., GOLATOWSKI F., TIMMERMANN D. Integration Approach for Communications-
based Train Control Applications in a High Assurance Security Architecture. Springer Nature 
Switzerland AG 2019. https://doi.org/10.1007/978-3-030-18744-6_18 

[11]  EU.  ADMORPH. Towards Adaptively Morphing Embedded Systems. EU, Horizon 2020, no 
871259. Brussels: EU 2020. 

[12]   EU. PikeOS. , SYSGO, 2019. Brussels: EU 2019. 
https://www.sysgo.com/products/pikeos-hypervisor 

 
  


