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Abstract: 

The railway infrastructure is a SoS (System of Systems) and it consists of many different parts. 

These subsystems tend to be connected both physically and through communication 
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technologies. Ensuring the safe links among subsystems is then a key task to prevent risks 

associated with intersystem links. 

The railway has also the status of Critical Infrastructure. Protecting the critical parts of rail 

infrastructure is one of the fundamental objectives of national security. The national railroad 

includes its structural components and a system of management, and organization of rail traffic 

in relation to the European rail network. 

In order to ensure the safety of the railway as a cyber-physical system, it is necessary to set a 

minimum of requirements that should be managed by all systems. Also, there are important 

procedures by which minimum requirements can be achieved, as well as the strengthening the 

system security. A variety of standards for all elements of the railway serves for this purpose, 

as well as for setting up the system. A new technical specification is being developed that 

translates the latest knowledge in communication security into the needs of the railway, prTS 

50701. 
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